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# initialize p, g

(dddddsaaaddstsdsd

tmp = next prime(randint (10772,10782))

p = 2%tmp + 1

tmpl082 = 10782

while (not(is_prime(p)) or (p <= tmpl082)):
tmp = next prime (tmp)
p = 2*tmp + 1

tmp = next prime(randint (10770,10780))

g = 2*tmp + 1

tmpl077 = 10777

while (not(is prime(q)) or (g <= tmpl077)):
tmp = next prime (tmp)
g = 2*tmp + 1

# calculate N, e and d
FHEH AR

N = p*q

# pick e at random so that e an phi N are relatively prime
phi N = (p-1)*(g-1)
e = randint (1076,10710)
while (not(gcd(e,phi N) == 1)):
e = randint (1076,10710)

# calculate d such that e*d = 1 (mod phi N)
a,d,b = xgcd(e, phi N)
d = mod(d,phi N) # normalization of d

# print variables

FHEH AR

print "N is:",N

print "10782 is:",tmpl082
print "p is:",p

print "10777 is:",tmpl077
print "g is:",q

print "e is:",e

print "d is:",d

OUTPUT:

> N is: 338056257403431546310400256155630842571654409766513824002177330010203325\
095560932154213198123306486274078389776263258773774613758705258366163648\
6201028910945705249

> 10782 is:
100000000000000000000000000000000000000000000000000000000000000000000000\
00000000000

> p is:
197586277204891969530905686466522103166968687159138296367802126706359624\
86121694303

> 10777 is:
100000000000000000000000000000000000000000000000000000000000000000000000\
000000

> g is:
171092983878063435505412728397963047421660032180701257026019075759213484\
914822783



> e is: 681688023

> d is:
237865131074949404279850288259358719161071679178248547928109306973422179\
224603552631260567816647731628940667011050271884857388398162394677492941\
8654726570340731599
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# translation
FHEHER A
def get int from char(c):
if (¢ == " "): return O
if (c == "A" or c == "a"): return 1
if (c == "Z" or c¢c == "z"): return 26

def get char from int(n):
chars = list (" ABCDEFGHIJKLMNOPQRSTUVWXYZ")
return chars[n]

# create plaintext and encrypt it
plaintext = list ("KALEV ALPERNAS AND KIRIL SOLOVEY ARE SCUMBAGS")

ascii text = 0
for 1 in range(len(plaintext)):
ascii text = ascii text*100
ascii_text = ascii text + get_int from char(plaintext[i])

ciphertext = mod(ascii text,N)"e

# decrypt the ciphertext
dec_ascii text = int (mod(ciphertext,N)"~d) # already mod N, can be replaced with ciphertext”~d

tmp = dec_ascii_ text

dec_plaintext = list()

while (tmp > 0):
r = int (mod (tmp,100))
dec_plaintext = list(get_char from int(r)) + dec plaintext
tmp = int (tmp/100)

# prints

S

print "plaintext is:",plaintext

print "ascii text is:",ascii text

print "ciphertext is:",ciphertext

print "dec_ascii text is:",dec_ascii text
print "dec plaintext is:",dec_plaintext

OUTPUT:

plaintext is: ['K', 'A', 'L', 'E', 'V', ' ', ‘A', 'L', 'P', 'E', 'R',
'N', 'A', 'S', ' ', 'A', 'N', 'D', ' ', 'K', 'I', 'R', 'I', 'L', ' "',
's', 'o', 'L', 'o', 'V', 'E', 'Y', ' ', 'A', 'R', 'E', ' ', 's', 'Cc',

‘', 'M', 'B', 'A', 'G', 'S']

ascii text is:
110112052200011216051814011900011404001109180912001915121522052500011805\
001903211302010719

ciphertext is:
178441152568455877275290453692582937299174164587058861633743528685474339\
052737225811067349187842411928724687265336242558271594374654834561799606\
7074351689333458311

dec_ascii_text is:
110112052200011216051814011900011404001109180912001915121522052500011805\

001903211302010719

dec plaintext is: ['K', 'A', 'L', 'E', 'V', ' ', 'A', 'L', 'P', 'E',
YRY’_ lNl, 'A', ’S’, L} ', 'A', ’N’, 'D', A} I’ ’K’, |I|’ lRl, YIY’ 'L', L}
Y’ lSl, 'o', YL” 'o', 'V', ’E’, 'Y', L} ', ’A’, |R|, lEl, A} Y’ 'S', 'C',

'y, 'M', 'B', 'A', 'G', 'S']



# teaming up with another team: Hadar Weiss and Yossi Shasho
FHEFEF A

# giving them our encrypted message:

enc_message = mod(ascii text,their N)~“their e

# print our sent message encrypted

print "our sent encrypted message is:",enc message

# their N is:

JUNRY DY) 9 TN DY NNV (C)

their N=15054712428080677314679961708863546558954892962365429659664401016101801432052368921002268263372276203420

604314466706175989751466562272524418185606400067915772557
# their e is:
their e=667

# decrypting their message:

their enc msg=17933471622709900999111345440726290534647648313192400668365281096396967498095809584493803794039147

2288844085960952606837253614288819580913602822310403834642596013

their msg_ascii = int (mod(their enc_msg,N) ~d)
print "their msg _ascii is:",their msg ascii

tmp = their msg_ascii

their plaintext = list()

while (tmp > 0):
r = int (mod (tmp,100))
their plaintext = list(get char from int(r)) + their plaintext
tmp = int (tmp/100)

# print their message

print "their message is:",their plaintext

OUTPUT:

our sent encrypted message is:
260125953903577710824840160220059717653874321426368621324367976811075725\
870032161796395859361859836978747697087775776304992964881925012616572305\
8707738127251669

their msg ascii is: 23080518050009190013250013091404

their message is: ['W', 'H', 'E', 'R', 'E', ' ', 'TI', 'sS', ' ', 'M',

'Yr, ' or, 'M', 'I', 'N', 'D']
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# CRT test

FHAHEH AR

p = next prime (107°300)
print "p is",p

g = next prime(107200)
print "g is",qg

N = p*q

phi N = (p-1)*(g-1)

e = randint (1076,10710)
print "e is",e

a,d,b = xgcd(e, phi N)
d = mod(d,phi_N)

print "d is",d

(d)

ascii text=110112052200011216051814011900011404001109180912001915121522052500011805\

001903211302010719
ciphertext = int (mod(ascii text,N)"e)

# straight forward decryption:
timeit ('mod(c,N)~d")

# the CRT speed-up:

timeit ("\

c mod d p int (mod (ciphertext,p) **d) ; \
c mod d g = int (mod(ciphertext,q)**d);\
CRT(c_mod d p,c mod d g,p,q)")

# check outputs
print mod (ciphertext,N)"d



c mod _d p = int (mod(ciphertext,p)**d)
c mod_d g = int (mod(ciphertext,q)**d)
print mod(CRT (c_mod d p,c mod d qg,p,q),N)

OUTPUT:

p is
100000000000000000000000000000000000000000000000000000000000000000000000\
000000000000000000000000000000000000000000000000000000000000000000000000\
000000000000000000000000000000000000000000000000000000000000000000000000\
000000000000000000000000000000000000000000000000000000000000000000000000\
0000000000331
q is
100000000000000000000000000000000000000000000000000000000000000000000000\
000000000000000000000000000000000000000000000000000000000000000000000000\
000000000000000000000000000000000000000000000000000000357
e is 4401123674
d is
784548172867363963105936568143801723123311621803791192439915061564343579\
043900323715374874966533376267035571607070453798840464031913500824744149\
191568480336233332578692720462733354218393636533832157949102202784406462\
466521453175596446554207874322960913913186253261375631136149708661879334\
409269772576596507433206022649024063757768421210696475420154257632888323\
146903687760354448062710813974731308584444927825038892556237673224722019\
02499865992177524071094758333755471739556483092822080963862502993513
125 loops, best of 3: 4.17 ms per loop
125 loops, best of 3: 2.57 ms per loop
121246640396979948849656448918507720905304788579522732339665867596235681\
927113936399507851079790684455061275768247270808031205888897675839349198\
34583957686335691336247892390896961
121246640396979948849656448918507720905304788579522732339665867596235681\
927113936399507851079790684455061275768247270808031205888897675839349198\
34583957686335691336247892390896961
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(a)
(ii+1
# build B
B = []

for i in range(150):
if is prime(i):
B =B+ [i]
Blen = len (B)

# returns the powers vector for given y
def get pow vec(y):

e = []

facy = factor (y)

3 =0
for i in range (Blen):
if (facy[j][0] == B[i]):
e = e + [facyl[]j][1]]
=341
if (j == len(facy)):
j=3-1
else:

e =e + [0]



return e

# returns true iff x is B-smooth
def is_Bsmooth(x):
facx = factor (x)
biggest fac x = facx[len(facx)-1][0]
if biggest fac x > B[Blen-1]:
return false
else:
return true

# get x's biggest factor

x =
mat =

1001 # bigger than 1000
Matrix (Blen,Blen)

# build matrix of Blen rows,
for i in range(Blen - 1):
# get a B-smooth x
while not (is_Bsmooth (x)
x =x + 1
# calculate power vectors for x,

where each row is e(x+1)-e(x) (x, x+1 are B-smooth)

and is Bsmooth(x + 1)):

x+1

ex = get_pow_vec (x)
exl = get pow vec(x + 1)
# calculate e(x+1l) - e(x)
e = []
for j in range (Blen):
e =¢e + [exl[]j] - ex[]]]
evec = vector (e)

# update matrix

mat[i] = evec

# increment x to get a different x for each for iteration
X = x + randint (1000,10000)

# define last row of matrix to hold "log 2(2)"

last_row = [1]
for i in range(Blen - 1):
last row = last row + [O0]

last_row_vec =
mat [Blen - 1] =

vector (last_row)
last_row_vec

# solve equations

Y list = []

for i in range(Blen - 1):
Y list = Y list + [O0]

Y list = Y list + [1]

Y = vector (Y _list)

print mat.solve right (Y)

OUTPUT (in Q):

(1, 9546/6023, 13985/6023, 16901/6023,
24621/6023, 25578/6023, 27233/6023,
32278/6023, 32678/6023, 33457/6023,
36524/6023, 37068/6023, 37287/6023,
39775/6023, 40110/6023, 40276/6023,
42108/6023, 42269/6023, 42756/6023,

20832/6023, 22291/6023,
29262/6023, 29829/6023, 31386/6023,
34507/6023, 35434/6023, 1879/317,
37983/6023, 38403/6023, 38999/6023,
40707/6023, 40699/6023, 41083/6023,
42857/6023, 43401/6023)

Osol = mat.solve_right (Y)
m = Matrix (RR,1,Blen)
m[0] = Qsol

print m

OUTPUT (in R):

[1.00000000000000 1.58492445625104 2.32193259173170 2.80607670596048

~N oy oyoy U1 O W

.45874149095135
.52150091316620
.35912336045160
.88311472688029
.19076871990702
.60385190104599
.75726382201561
.09878797941225

.70097957828325
.85837622447285
.42553544745144

3
4
5
5.
6
6
6
7

92744479495268

.30632575128673
.65947202390835
.82101942553545
.11555703137971

4.08782998505728
4.95251535779512
5.55487298688361
6.06408766395484
6.
6
6
7

37605844263656

.68703304001328
.99120039847252
.20587746969949]

4.24672090320438
5.21102440644197
5.72920471525818
6.
6
6
7

15440810227461

.47501245226631
.75859206375560
.01793126348996
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log, 99999999 = log,(3%-11-73-101-137) = 2log, 3 + log, 11 + log, 73 + log, 101 + log, 137 =

1N, DNTIPN DY NYDPY DMOMIIN log, x-N 1Y NN NPI NYd

1
= M(Z 9546 + 20832 + 37287 + 40110 + 42756) = 26.57761913

.3 - 10731 Yop wr9nn MINAY MW 901 ,26.57542474 nksInn NX 9ap) log, 99999999 Hv v 1wona

:(1000001-n 9 nnn5 x AN N M = 108 oy o INoRD Sy NN Nyd (b)

OUTPUT:

(1, 2823043/1781141, 8271365/3562282, 10000603/3562282, 6161734/1781141,
13181993/3562282, 7280349/1781141, 15132315/3562282, 16114201/3562282,
8652757/1781141, 8824115/1781141, 18557565/3562282, 9542555/1781141,
9664941/1781141, 19787025/3562282, 20404467/3562282, 10477830/1781141,
10563492/1781141, 10804567/1781141, 21907133/3562282, 22049905/3562282,
11227925/1781141, 11354860/1781141, 23068403/3562282, 23510737/3562282,
11859213/1781141, 23819165/3562282, 24015037/3562282, 12055109/1781141,
24295387/3562282, 24895649/3562282, 25055033/3562282, 25285165/3562282,
25359689/3562282, 25716709/3562282)

:WTNN 219N 299 log, 99999999 nx awny nyd
= mat.solve right (Y)

= 2*h[1]+h[4]+h[20]+h[25]+h[32]
print z + 0.0

h
4

2823043 4 6161734 + 22049905 4 11859213 + 25285165
1781141 1781141 3562282 1781141 3562282

= 26.5754187905393
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