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1)
This works to the advantage of the good guys.
Let’s say computers have become one order of magnitude faster - they are now twice as fast (in binary).
The good guys only need to add one more bit to their key, and since their operations are linear in the length of the key, they
only see a linear increase in processing time (which is partially compensated by the fact the computers are twice as fast).
The bad guys, on the other hand, have their operations exponential in the length of the key; by adding one more bit this
doubles the range of the key. So for example, in brute forcing, the computer may be now twice as fast, but the number of

possible keys is also double, which means the ‘bad guy’ operations are doubled in computing time.

2)

There are a few ways one could protect against key loggers. Generally speaking, there are two types of key loggers:
software-based and hardware-based.

Software-based key loggers run at a low level such as under the OS, in the kernel, or as malware in the API. A software
logger can be more sophisticated than just recording keystrokes, it also knows about the context (which part of an

application the user is typing into).

. C:\Program Files\PyKeylogger\logs'\detailed_log'Keylogger-software-logfile-example.txt - Nol
File Edit Search View Encoding Language Settings Macro Run TextFX Plugins Window ?

| cOBRE s als0D(ae a%|t s |BR(51EFD IENBE|=ay >

=] Keylogger-software-logfile-example. tst I
1 20100326]1239|C:\WINDOWS\Explorer.EXE|327786|SoftwareInstall|Run| Commando in run window A4f
2 201003261239 C:\WINDOWS\Explorer.EXE| 393322 | SoftwareInstall|Run|https
://wuw.gmail . com[KeyNawme : Return]
20100326|1240|C:\Program Files\Mozilla
Firefox\firefox.exe|262710|SoftwareInstall|Private Browsing - Mozilla Firefox (Private
Browsing) | https ://wuw.g@Bomwail .com[KeyNawe : Return]
4 IZDIUD326| 1240|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftwareInstall|Gmail:
Email from Google - Mozilla Firefox (Private Browsing) |accountsn Do Not Tell !
5 20100326|1241|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftwareInstall|Gmail
- Compose Mail - accountsnfgmail.com - Mozilla Firefox (Private Browsing)| Hello John
[KeyNawe : Home] Dealer Room @fwallstreettrade.conm Confidential email. Hello,
John, [KeyName : Return] [KeyName:Return] Pleaze@@E@se buy 1000 stock shares of our
company. [KeyName:Return] Don't telll@ anyone @8, because it will influence the sto
6 20100326]|1242|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftvareInstall|Gmail
- Compose Mail - accountsn@gmail.com - Mozilla Firefox (Private
Browsing) | ck. [KeyNeamwe:Return] And ofcourse it is illegal to trade stock with pre
knowledge ; OEBEBES :- ) [KeyNawe:Return] Use my credit card nunber
: [KeyNawe:Return] 1234 5678 9123 4567 [KeyName:Return] wich
7 20100326|1243|C:\Program Files\Mozilla Firefox\firefox.exe|262710|SoftwarelIn:
- Compose Mail - accountsn@gmail.com - Mozilla Firefox (Private Browsing) | GBI
expires 10/10.[KeyName:Return] The card security code on the back is :
123. [KeyName: Return] [KeyName : Return] Thanks, [KeyName:Return] Bob -
20100326| 1243 | C:\Program Files\Mozilla
Firefox\firefox.exe|262710| SoftwareInstall|Mozilla Firefox (Private

Browsing) | www. playboy.com[ KeyName : Return] =~ Image 2 - A hardware-based key Iogger
INor 1848 chars 1866 bytes 10 lines ln:4 Col:1 Sel:0(0bytes)inOranges [Dos\windows  ansT [ins

=18l x|
X

Image 1 — example of software-based key logger
Hardware-based key loggers are a piece of hardware that intercepts the actual keystroke signals going between the
keyboard and a computer. There is also another form of hardware key loggers — these are firmware-based in the form of

malware in the BIOS. In either case, only physical keystrokes are recorded in the logger.
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Ways to mitigate a key logger attack:

1.

The question states that an adversary can only log keystrokes, which implies there is no knowledge about the session. If
this is true, a user could add diffusion and confusion just by typing a character, then switching to another application
(let’s say a text editor) type some characters, then switch back, type some more, and continue this way. An attacker
only sees a string and has to figure out which characters belong to the target application and which ones are bogus. If
we look at an n-length string consisting of real and bogus characters, there are 2™ sub groups which only one of them
contains the correct passwords. This makes a brute-force attack exponential in the length of the string. While this
method works, it seems a little unfriendly for a user (Note: in order for it to work, switching to another application
should be done with the mouse to obfuscate the switch, and not keyboard shortcuts like Alt+TAB in windows).

Now let’'s assume the attacker does know about context. In this case switching applications and adding more
characters will not work, since our adversary knows which characters belong to the target application and which are
just noise. To overcome this, we can have keystroke interference embedded into our target application. In Keystroke
interference, the software injects programmatic keystrokes in between the key strokes. Similar to the previous
method, this makes a brute-force attack exponential in the number of the string seen by the key logger. This method
also protects against knowledge of context, and is user friendly: the users just type their passwords as they normally
do. Note that while this works for software-based key logger, it does not protect against hardware-based key loggers.
Hardware-based key logger only records real keystrokes - programmatic interference key strokes are not logged.
Another way to deal with key loggers is by having some kind of form-manager or password-completion feature in
software, in which the user just clicks in the password field, and the application automatically fills in the password.
While this may work both for software or hardware key loggers, this has significant shortcomings. First, we need to
deal with the first time a password is stored, or each time a password needs to be changed. We need to develop a way
to store\change a password without using a keyboard. This is also very unsecure since anyone could just login the
system by clicking the password filed (which defeats the idea of a password).

Another way is to use a form of input that is not a keyboard. In class we talked about using dongles as passwords, or
other biometric readings (i.e. a finger scan, or eye scan). We can add to that more forms of input such as speech
recognition, or hand gesture reading.

A user could also use a virtual keyboard (supplied by the target application or the OS) and then click with the mouse on
the characters of the password. While this may work for hardware-based key loggers, software-based key loggers can
still read the key-events sent to the OS (since they usually run at a low level). Mapping the keys to some other values
not always works since the key logger can capture images of the mouse and crack the cipher. But then again, the
question is stats the logger can only read key strokes so any of these suggested methods will work.

Another facilitation of the mouse is opening some random web page or document with many characters, and tediously
copy each desired character and pasting it to the password field (can even be not in order). The idea is to take

advantage of the key-logger blind spot —the mouse — to hide what characters are copied and where they are pasted.
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3)
1. h(x) = f(x) o g(x) is collision resistant:
Proof:
Assume by contradiction h(x) is not collision resistant, then it is easy to find x;, x, such that:
X1 # %, Ah(xy) = h(x,)

If we substitute we get:

f(x) e g(x1) = f(xz) ° g(x2)
By isolating f(x1), g(x1), f (x3), g(x;) we have found x;, x, such that:

flx) = f(x2), g(x1) = g(x2)
Which means we have just described an algorithm to find a collision for f and g, but this contradicts the fact that one of f
or g is collision resistant (we assumed the output of f and g has a known number of bits, because a hash function will take

as input a string of any length, and return a fixed-length hash value). o

2. h(x) = f(g(x)) is NOT collision resistant:
Proof:
Suppose f is collision resistant but g is not (it is a valid assumption because we do not know which of f or g is collision
resistant and which is not). This means we can easily find x4, x, such that:

x1 # % \g(x1) = g(x2)
Therefore:

h(xy) = f(g(x) = f(g(x2)) = h(x2)

Hence it is equivalently easy to find a collision for h, thus h is not collision resistant.

]

3. h(x) = f(g(x)) o g(f(x)) is NOT collision resistant:
Suppose f is collision resistant and g is the constant function g = C (where C is some constant). Let x;, x, be two different
input strings, then:

h(x,) = f(g(xl)) ° g(f(x1)) =f(C)eC
And:

h(x;) = f(g(xz)) ° g(f(xz)) =f()eC
Therefore:

h(x;1) = h(x)

For any x;, x5, thus h is not collision resistant (it is the constant function h = f(C) » C).

]
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4)

To estimate the probability of collision, we rely on the assumption that the given hashing algorithms (MD5 and SHA-1) are
pseudorandom (thus correlating outputs to inputs is infeasible). Under this assumption, for any given file, any of the
possible hashes are equally likely. This also means we assume that the hashing events are independent of each other.

To estimate the probability of collision, we first need to get estimations of the total number of files in the world. First, the
total number of computers in the world is approximated to be 1.1 billion [1]. It was hard to find an estimation of the
number of files on an average computer, but according to [2], an average home computer should contain somewhere
between 100,000 and 200,000 files. The number of files on a server however should probably be much higher, so we can
generously estimate the number of files per computer to be 1 million (very generously...). Therefore the total number of
files we assume exists in the world is 10° - 10° = 10'°,

Next we examine the problem like the birthday paradox. This is simply the balls-and-bins problem: given N balls and M
bins, what is the probability when randomly assigning balls to bins that some bin has at least two balls. In this problem the
balls are the set of all files in the world and the bins are the set of possible hash values (which depends on the algorithm). If
we map the problem to the birthday problem itself, the files are the set of people, the possible hash values are the set of
possible birthdays, and a collision is two people having the same birthday.

Looking at the birthday problem [3], we can generalize the probability that there is no collision, and take the complement.

Let F denote the number of files and H the number of hash values:
H!
o
F!(’;)z1_":'101(11—1!?)!= ___H
HF HF (H — F)!HF

Pr[collision] = 1 —

We can use an upper bound (after all we want to know the highest probability of a collision, as it is the worst case scenario)
as shown in [4] to ease the computation:

F(F-1)

Pr[collision] <
r[collision] < o

For MD5, H = 2128 = 3.4 - 1038 therefore:

1015(10"° —1) _ 10%° 1
( ) - ~+107® (=107

Pr[MDS5 collision] = 2.34-10%% —7.10%% 7

For SHA-1, H = 2160 = 1.4 - 10*8 therefore:

W0PA0E -1 107 _1 o (= 10719)
2-14-10% ~3-10% 3

Therefore even under the generous assumptions on the number of files, looks like for both MD5 and SHA-1 it is very

Pr[SHA — 1 collision] =

unlikely to find a collision under the assumptions.

[1] http://howmanyarethere.net/how-many-computers-in-the-world/

[2] http://www.answerbag.com/q_view/1640550

[3] http://en.wikipedia.org/wiki/Birthday problem

[4] http://www.cs.brown.edu/courses/csci1l510/reference/goldwasser bellare notes.pdf
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5)
1.
Approach for solving the problem:

The ASCIl encoding system:

The extended ASCIl encoding system provides 8-bit (or 7-bit in the non-extended) encoding of characters, which means
each byte represents a character. For this assignment, where most characters probably represent English letters (and
perhaps punctuation and digits, especially for the code ciphers) — and all definitely represent only readable characters, it
means most bytes should be encoded in the first half of the ASCII range (i.e. 0x0 0 0x7F).

This can be even further narrowed to \t, \n, \r and characters with code 0x20 — Ox7E (“ “ through “~”). This can be utilized
later when trying to figure out for ¢; @ c¢;, where ¢; € P, ¢c; € P; are plaintext characters, the probable range of ¢;, ¢;. This
is further explained under “predictability-of-languages” below.

Another convenient property of ASCII code is that corresponding uppercase and lowercase English letters differ by exactly
0x20, meaning that for finding matches using uppercase or lowercase won’t matter for any English letter strings.

Properties of XOR (Exclusive-or):

The relevant properties of XOR are:
Let A4, B, C be some n-bit strings and 0(") n-bit a string of zeros:
e APO™M=4
e ADA=0M
e @ isinvariant to permutations (i.,e. A@ B @D C =C P AP B = - all other permutations)
From these properties we can immediately see that for two ciphers C;, C, generated from two plaintexts P, P, with the
same key K:

GOC=P,ONSP,OK) =P, P, OKOK=P, &P, ®0" =P, @ P,
Therefore if we retrieve the correct plaintext-pairs, we get some mixture of them that can be the basis of extracting the
plaintexts themselves.
In addition, we can also utilize the fact that for K; # K,: C; @ C, = P, @ P, ® (K, ® K,), where, in case K, and K, are
random keys, K; @ K, is like a random key itself. This can be utilized for identifying which plaintext pairs were encrypted
with the same key, as the plaintext “mix” (i.e. P; €@ P,), given the rather narrowed range its characters can be in, will
probably look different than when you throw in a key (i.e. K; @ K,). This is demonstrated in part 2.

Predictability of languages:

Human and computer languages have properties than can utilize the result of P; @ P, to extract the actual plaintexts. For
instance word frequencies in the English language — like articles (“the”, “an”), or preserved words in computer language —
like “if”, “while”, “int” (depending on the language). These words are good candidates to start looking for (relying on word-

frequency statistics we find online). How is it done?
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Say we have the word “while” in one of P; or P,. If we XOR a sequence of “while”s with P; @ P,, the corresponding
position in the result should be a meaningful string. For instance, assume the word “while” appearsin P, and in the same
position in P, appears the word “that ”, then we will discover it by XORing:

Py:x1%x;%5 ... while ... x,

Pyiy,y,y, - that ..y,

PL® Py:z12923 . Z; o Ziyy o 2y,

= P, @ P, @ whilewhilewhile ...while = u u,u5 ... that ...u,

Of course since we don’t know the position of “while” in P; we will have to try all possible positions:
whilewhilewhile..while

Owhilewhilewhil..ewhil
0OOwhilewhilewhi..lewhi

Where 0 pads the beginning (or we can pad in a cyclic manner with “”, “e”, “le” etc.).

Eventually we might get enough hints that, combined with the properties we known on the plaintexts (quote of
Shakespeare etc.) may help reveal P; and P, (we won’t know originally who’s who, but it doesn’t matter, as long as we
obtain both plaintexts).

To make things a bit easier, we can disregard unreadable characters (as mentioned in “The ASCII encoding system” above),
to narrow down candidates (practically: map all non-readable results to some constant character in order to “clean” the
XOR results, and make it easier to find meaningful strings).

Other factors that can help solve the problem:

The hints, of course — once enough words are discovered, Googling them can help.

In addition, for specific hints:

e Shakespeare quote — start with “to be or not to be” (probably the most famous quote) — in retrospective, this is too
easy, but taking advantage of human predictability (i.e. not making this assignment TOO hard but not too easy as well)
— should have looked for substrings of the rest of this famous quote (which turned out to be the one).

e Code - in retrospective it would have been smart to try out strings of the codebase in project 1 + 2 (thus taking
advantage of human predictability again — not stretching too far to get a code sample for this assignment ©).

e Using the keyword “lyrics” when Googling helped a bit.

2.

The ciphertext pairs are:
e (,withC,

e (,withCq

o C;with Cs
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Demonstrating the difference between the XORs:

> CT 1 xor 2:

| “kaz1~B[B+20:— AlhF2:E[ [ ' @7lzLrF1K* ]
021 £ | 3K73Esye4MLI (cH04+PB<0) 10\ 1QDEE IX=008/ 4 [zAk)
[oEEaC @@zt usl7 , FeNBel43+601r 2& J

BEEIEVRIBIIBASUER+ER 2]

e Slightly different Gibberish
EEENOEE)ERTEOE YCA< B33 B22EnEIER

EEMSEEB due to different ASCII range

a8
B

-c2[WSeABI7W: ~ [lrts BNE ctBmhzz[uzef BeDezl|'YUF2yel} Be-BVEr2:XDE 1 ¥ qlFBr P A ez —|
(0347 :87¢ | :B{E280 ! <T:&E [ YyFBIH) <v= }M$ (

dsia-20=|
YZMRHT ¢ ebullZ sensBi-0ABhaAlS N5hotA#PLTOAGABTV] [34 ¥ 5244l Sala} T{hEEA@ g7 _uldl} — ¥ £%-2:5934340b:8 }—
sh'#lca® [°

3. The plaintexts are:

Gibberish

P, and P, | From Rick Astley’s Never Gonna Give You Up song lyrics (with a missing “e” at the end):
make you cry Never gonna say goodby
From The Beatles’ Yellow Submarine song lyrics:

all live in a yellow submarine

Never give you up Never gonna let you down Never gonna run around and desert you Never gonna

And our friends are all aboard. Many more of them live next door. And the band begins to play. We

P, and P, | Douglas R. Hofstadter (starts with a space):
even eerier type of order
From The Hunger Games:

begin, we have a very special film...

an eerie type of chaos can lurk just behind a facade of order and yet, deep inside the chaos lurks an

Welcome! Welcome! Happy Hunger Games and may the odds be ever in your favor! Now, before we

P; and P | From Shakespeare’s To be or not to be (there’s an extra space at the end):
against a sea of troubles
Code taken from project 1 + 2 sploit’s stubs with slight modifications:

env[0] = NULL; if O>execve.

Whether tis nobler in the mind to suffer the slings and arrows of outrageous fortune, or to take arms

int main(void){ char *args[3]; char *env[1]; args[0] = TARGET; args[1] = "hi there"; args[2] = NULL;




